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摘要 
I 
 
摘 要 
近几年随着计算机的普及和互联网的快速发展，犯罪分子利用计算机网络进
行勾联、组织、策划、破坏、犯罪和逃避打击的情况越来越多，网络犯罪已经成
为严重危害社会秩序的犯罪形式之一。这种犯罪形式智能化高、隐蔽性强，给公
安侦查办案带来很大困难。为了切实提高公安机关打击网络犯罪的能力，势必研
制一套符合我国国情的高速网络内容监控系统。 
建设一套稳定高效的高速网络内容监控系统必须解决网络数据均衡分流、数
据快速捕获以及多协议实时还原等问题。 
本文主要围绕着本人所参与的“数据网侦控系统”建设所完成的工作为基础，
讨论了高速网络下内容监控系统的体系架构，深入研究、改进并针对上述问题提
出了一套切实可行的解决方案。 
在数据负载均衡方面，本文结合系统实际情况提出了基于 IP 的数据分流方
式，并且利用流量统计与主机负载反馈相结合的动态分配策略，提高了系统均衡
能力。 
在网络数据捕获方面，采用 PF_RING 套接字技术来完成数据捕获，不但改
善了网卡中断响应频率，而且避免了数据复制所带来的系统开销，有效提高了单
台数据处理机的数据捕获率。 
在协议还原方面，本文给出了多应用协议内容还原模块的整体框架，通过改
进 Libnids 库的架构，实现了对多 dump 格式网络数据文件的处理。在具体实现
上，详细介绍了 HTTP 协议的还原过程。另外，在数据入库过程中，提出了分库
存储的概念。 
本文 后利用倒排索引技术对系统加以优化，在一定程度上缩短了查询响应
时间，提高了系统效率。 
 
关键词：内容监控  负载均衡  协议还原 
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Abstract 
In recent years, with the popularization of computers and the Internet's rapid 
development, it is more and more that criminals use computer networks to hook 
together, organize, plan, destruct, make crime and avoid striking. Network crime has 
become a way of crime that seriously endangers social system. The way of crime is 
highly intelligent and strongly hidden, which has caused great difficulties in handling 
cases to the public security investigation. In order to improve the public security's 
ability to combat network crime, it is bound to to develop a high-speed network 
content monitoring technology which complies with the conditions of our country.  
In this dissertation, I maily base on the participation of the completion work 
"Data Network Detective System", to discuss the infrastructure of the high-speed 
network content monitoring, improve and present a set of practical solutions aiming at 
some issues. 
In the aspect of data load balance, this paper, combining with practical situation 
of system, presents a way of data streaming mode based on IP. This data steaming 
mode enhances system balance capacity by the use of statistics and dynamic 
allocation strategy of the combination of host load feedback. 
In the aspect of the network data capture, this paper adopts PF_RING socket to 
complete the data capture technology. It effectively improves the data capture rate of 
single data processor. 
In the aspect of the data restoration, this paper gives a whole framework of 
multi-application protocol restoration module, which can handle multi-dump format 
network data documents by improving the structure of libnids. In addition, this paper 
proposes the concept of storage seperation in the data warehousing process. 
Finally, this dissertation makes use of inverted index technology to optimize the 
system, shortening the query response time and increasing system efficiency. 
 
Keywords: Content Monitoring；Load Balance；Protocol Restoration
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
目录 
III 
 
目 录 
中文摘要 .................................................................................................... I 
英文摘要 .................................................................................................. II 
第一章 引言 ..............................................................................................1 
1.1 我国互联网发展现状 .........................................................................................1 
1.2 计算机网络犯罪愈演愈烈 .................................................................................1 
1.3 打击网络犯罪对高速网络内容监控的需求.....................................................1 
1.3.1 高速网络内容监控的不可替代性...............................................................1 
1.3.2 高速网络内容监控在公安工作中的重要性...............................................2 
1.4 目前国内外对网络内容监控技术的研究情况.................................................2 
1.5 本文主要工作 .....................................................................................................3 
1.6 本文结构安排 .....................................................................................................4 
第二章 高速网络接入及数据回传 ..........................................................5 
2.1 采集接入模式 .....................................................................................................5 
2.1.1 并接模式.......................................................................................................5 
2.1.2 串接模式.......................................................................................................5 
2.2 数据采集方式 .....................................................................................................6 
2.3 X 城市城域网现状 ..............................................................................................7 
2.4 侦控接入点选择 .................................................................................................8 
2.5 基于稀疏波分复用技术的回传模式.................................................................9 
2.5.1 光纤回传技术比较.......................................................................................9 
2.5.2 CWDM 技术特点..........................................................................................9 
2.5.3 CWDM 技术在本系统中的应用................................................................10 
2.6 本章小结 ...........................................................................................................10 
第三章 数据分流及负载均衡 ................................................................12 
3.1 高速网络数据处理所面临的困难和解决方法...............................................12 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
目录 
IV 
 
3.2 系统组成模块及负载均衡系统架构...............................................................13 
3.2.1 系统组成模块.............................................................................................13 
3.2.2 负载均衡系统架构.....................................................................................14 
3.3 分流粒度的选择 ...............................................................................................15 
3.3.1 基于 TCP 连接的分流 ...............................................................................15 
3.3.2 基于应用会话的分流.................................................................................15 
3.3.3 基于 IP 的分流方式 ...................................................................................16 
3.3.4 IP 信息生存期控制策略 .............................................................................17 
3.3.5 hash 散列的实现 .........................................................................................18 
3.4 负载均衡引擎 ...................................................................................................19 
3.4.1 常见负载均衡策略介绍.............................................................................19 
3.4.2 基于 IP 分流方式的负载均衡算法 ...........................................................19 
3.4.3 负载均衡引擎实现.....................................................................................20 
3.5 本章小结 ...........................................................................................................23 
第四章 网络数据的捕获与存储 ............................................................24 
4.1 网络数据捕获原理 ...........................................................................................24 
4.1.1 以太网的 CSMA/CD 机制.........................................................................24 
4.1.2 以太网卡工作原理.....................................................................................24 
4.2 主要的数据捕获技术 .......................................................................................25 
4.2.1 基于 DLPI 的数据捕获..............................................................................25 
4.2.2 基于 BPF 的数据捕获 ...............................................................................25 
4.2.3 基于 Libpcap 数据捕获技术 .....................................................................26 
4.2.4 设备轮询机制.............................................................................................27 
4.2.5 基于“零拷贝”的数据捕获 .........................................................................28 
4.3 基于 PF_RING 套接字技术实现数据捕获 ...................................................30 
4.3.1 PF_RING 套接字基本模型 ........................................................................30 
4.3.2 PF_RING 套接字的实现 ............................................................................31 
4.3.3 PF_RING 套接字的使用 ............................................................................32 
4.4 捕获数据的存储方式 .......................................................................................34 
4.4.1 存储结构的设计.........................................................................................34 
4.4.2 数据存储策略.............................................................................................35 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
目录 
V 
 
4.4.3 数据存储结构.............................................................................................35 
4.5 本章小结 ...........................................................................................................37 
第五章 网络数据内容还原 ....................................................................38 
5.1 网络数据内容还原整体架构...........................................................................38 
5.2 TCP/IP 数据包的重组......................................................................................39 
5.2.1 TCP/IP 数据包重组原理.............................................................................39 
5.2.2 Libnids 库的使用 ........................................................................................40 
5.3 应用层协议还原 ...............................................................................................41 
5.4 HTTP 协议还原 ................................................................................................43 
5.4.1 HTTP 协议工作原理...................................................................................43 
5.4.2 HTTP 协议还原的实现...............................................................................44 
5.5 分库存储 ...........................................................................................................45 
5.6 本章小结 ...........................................................................................................46 
第六章 系统架构及实现 ........................................................................47 
6.1 分光点的选择 ...................................................................................................47 
6.2 数据处理服务器需求分析 ...............................................................................47 
6.3 系统实施方案 ...................................................................................................50 
6.3.1 电信机房施工方案.....................................................................................50 
6.3.2 后台机房施工案.........................................................................................51 
6.3.3 系统整体网络拓扑.....................................................................................51 
6.4 系统所需硬件描述及功能介绍.......................................................................51 
6.5 本章小结 ...........................................................................................................52 
第七章 系统验收及优化 ........................................................................53 
7.1 系统整体验收标准 ...........................................................................................53 
7.2 系统侦控能力验收 ...........................................................................................53 
7.2.1 数据处理服务器性能验收指标.................................................................53 
7.2.2 系统在文字方面的侦控能力.....................................................................54 
7.2.3 文字内容侦控具体实施步骤.....................................................................55 
7.2.4 系统在语音方面的侦控能力.....................................................................56 
7.2.5 IP 语音侦控方式 .........................................................................................57 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
目录 
VI 
 
7.3 系统管理功能 ...................................................................................................59 
7.3.1 用户权限管理.............................................................................................59 
7.3.2 案件管理功能.............................................................................................60 
7.3.3 工作量统计功能.........................................................................................61 
7.3.4 设备管理和系统维护功能.........................................................................62 
7.3.5 日志管理功能.............................................................................................63 
7.4 系统优化 ...........................................................................................................65 
7.4.1 倒排索引技术原理.....................................................................................65 
7.4.2 倒排索引相关技术研究.............................................................................67 
7.4.3 倒排索引的搜索算法.................................................................................68 
7.4.4 倒排索引搜索引擎与传统数据库查询的实际性能对比.........................68 
7.5 本章小结 ...........................................................................................................69 
第八章 总结与展望 ................................................................................70 
8.1 本文总结 ...........................................................................................................70 
8.2 进一步工作展望 ...............................................................................................71 
参考文献 ..................................................................................................73 
致 谢.........................................................................................................75 
 
 
 
 
 
 
 
 
 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
Table of Contents 
VII 
 
Table of Contents 
Abstract in Chinese.................................................................................Ⅰ 
Abstract in English .................................................................................Ⅱ 
Chapter 1 Introduction ............................................................................1 
1.1 China's Internet Development ..........................................................................1 
1.2 Increasing Crime of Computer Networks........................................................1 
1.3 Combating the Demand of Network Crime on High-Speed Network 
Content Monitoring..................................................................................................1 
1.3.1 Irreplaceability of high-speed network content monitoring ………………1  
1.3.2 Importance of high-speed network content monitoring in public security 
work ........................................................................................................................2 
1.4 Current Research Situation on the Network Monitoring Technology from 
Domestic and Abroad...............................................................................................2 
1.5 Major Work ........................................................................................................3 
1.6 Paper Structure ..................................................................................................4 
Chapter 2 High-Speed Internet Access and Data Return.....................5 
2.1 Collection Access Mode .....................................................................................5 
2.1.1 On-line mode .................................................................................................5 
2.1.2 In-line mode...................................................................................................5 
2.2 Data Collection Method .....................................................................................6 
2.3 X City Domain Network Situation....................................................................7 
2.4 Detective Access Point Selection .......................................................................8 
2.5 Return Mode Based on Coarse Wave Division Multiplexing Technology....9 
2.5.1 Comparison of fiber return technology..........................................................9 
2.5.2 Characteristics of CWDM technology...........................................................9 
2.5.3 Application of CWDM technology in this paper.........................................10 
2.6 Summary ...........................................................................................................10 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
Table of Contents 
VIII 
 
Chapter 3 Data Distribution and Load Balance..................................12 
3.1 Difficulties and Solutions of High-Speed Network Data Processing………12 
3.2 System Modules and Architecture of Load Balance System……………13 
3.2.1 System modules ...........................................................................................13 
3.2.2 Architecture of load balance system............................................................14 
3.3 Choice of Distribution Size ..............................................................................15 
3.3.1 Distribution based on TCP connection ........................................................15 
3.3.2 Distribution based on application session....................................................15 
3.3.3 Distribution based on IP ..............................................................................16 
3.3.4 Controlling strategy of IP informatin survial period ...................................17 
3.3.5 Implementation of hash array ......................................................................18 
3.4 Load Balance Engine .......................................................................................19 
3.4.1 Common introduction of load balance strategy...........................................19 
3.4.2 Load balance algorithm based on IP distribution ........................................19 
3.4.3 Implementation of load balance engine .......................................................20 
3.5 Summary ...........................................................................................................23 
Chapter 4 Capture and Storage of Network Data…………………24 
4.1 Capture Principle of Network Data................................................................24 
4.1.1 Mechanism of ethernet CSMA/CD..............................................................24 
4.1.2 Working principle of ethernet......................................................................24 
4.2 Major Data Capture Technology....................................................................25 
4.2.1 Data capture based on DLPI ........................................................................25 
4.2.2 Data capture based on BPF..........................................................................25 
4.2.3 Data capture based on Libpcap....................................................................26 
4.2.4 Device polling mechanism...........................................................................27 
4.2.5 Data capture based on zero-copy .................................................................28 
4.3 Implementation of Data Capture Based on PF_RING Socket Technology 30 
4.3.1 Model of PF_RING socket technology .......................................................30 
4.3.2 Implementation of PF_RING socket technology.........................................31 
4.3.3 Usage of PF_RING socket technology........................................................32 
4.4 Storage Method of Capturing Data ................................................................34 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
Table of Contents 
IX 
 
4.4.1 Design of storage structure ..........................................................................34 
4.4.2 Data storage stratgegy..................................................................................35 
4.4.3 Data storage structure ..................................................................................35 
4.5 Summary ...........................................................................................................37 
Chapter 5 Restoration of Network Data...............................................38 
5.1 The Framework of Reorganization.................................................................38 
5.2 Reorganization of TCP/IP Data Packet .........................................................39 
5.2.1 Principle of TCP/IP data packet reorganization ..........................................39 
5.2.2 Usage of Libnids library ..............................................................................40 
5.3 Restoration of Application Layer Protocol ....................................................41 
5.4 Restoration of HTTP Protocol ........................................................................43 
5.4.1 Working principle of HTTP protocol ..........................................................43 
5.4.2 Implementation of HTTP protocol restoration ............................................44 
5.5 Sub-Database Storage ......................................................................................45 
5.6 Summary ...........................................................................................................46 
Chapter 6 System Infrastructure and Implementation…………… 47 
6.1 Choice of Seperation Points.............................................................................47 
6.2 Requirement Analysis of Data Processing Server .........................................47 
6.3 System Implementation Scheme .....................................................................50 
6.3.1 Telecommunications room implementation scheme ...................................50 
6.3.2 Back room implementation scheme.............................................................51 
6.3.3 System's whole network topology ...............................................................51 
6.4 Hardware Description and Features Required by System...........................51 
6.5 Summary ...........................................................................................................52 
Chapter 7 System Acceptance and Optimization ................................53 
7.1 Overall System Acceptance Criteria...............................................................53 
7.2 Acceptance of System Detective Ability .........................................................53 
7.2.1 Indicator of aceptance of data-processing server performance……………53 
7.2.2 System detective ability in text ....................................................................54 
7.2.3 Specific implementation steps for text content detection ............................55 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
Table of Contents 
X 
 
7.2.4 System detective ability in voice .................................................................56 
7.2.5 Detective manner in IP voice.......................................................................57 
7.3 System Management Function........................................................................59 
7.3.1 User rights management ..............................................................................59 
7.3.2 Case management function..........................................................................60 
7.3.3 Workload statistics function ........................................................................61 
7.3.4 Device management and system maintenance function ..............................62 
7.3.5 Log management function ...........................................................................63 
7.4 System Optimization ........................................................................................65 
7.4.1 Principle of inverted index technology........................................................65 
7.4.2 Research on inverted index related technology ...........................................67 
7.4.3 Searching algorithm of inverted index.........................................................68 
7.4.4 Actual performance comparison between inverted index search engine and 
the traditional database query……………………………………………………… …68 
7.5 Summary ...........................................................................................................69 
Chapter 8 Conclusion and Outlook ......................................................70 
8.1 Conclusion.........................................................................................................70 
8.2 Outlook..............................................................................................................71 
Reference .................................................................................................73 
Acknowledgement...................................................................................75 
 
 
 
 
厦
 门
 大
 学
 博
 硕
 士
 论
 文
 摘
 要
 库
第一章 引言 
1 
 
第一章 引言 
1.1 我国互联网发展现状 
我国的计算机网络组建于 20 世纪 70 年代，1994 年正式接入国际互联网。
经过数年的发展，计算机网络已经走入千家万户，广泛应用在生产、服务、生活
等各个领域。根据中国互联网络信息中心（CNNIC）2008 年 1 月发布的《第 21
次中国互联网络发展状况统计报告》显示，现在中国上网的计算机总数已达到
7800 万台，网民总人数达 2.1 亿，宽带网民数 1.63 亿，手机网民 5040 万。中
国上网计算机数量和上网用户人数仅次于美国
[1]
。 
1.2 计算机网络犯罪愈演愈烈 
计算机网络在中国的迅速发展，同时也使各种基于计算机网络的犯罪行为滋
生蔓延，层出不穷。 
网络犯罪是随着科技和经济的发展，出现的一种新的犯罪形态，它借助计算
机信息网络为手段或侵害对象，智能性与隐蔽性特征更为突出。目前计算机网络
犯罪已经成为严重危害社会秩序的犯罪形式之一。据公安部门的统计
[2]
，2001
年公安机关立案侦查的计算机违法犯罪案件仅为4500余起，2006年剧增至26000
余起（其中 90%以上的计算机违法犯罪案件牵涉网络）。网络犯罪日益受到社会
各方面的广泛关注，为了打击网络犯罪的高发态势，公安部已成立相关网络安全
管理部门
[3]
。 
1.3 打击网络犯罪对高速网络内容监控的需求 
1.3.1 高速网络内容监控的不可替代性  
    高速数据网络是一把双刃剑，在为用户带来快速数据交互的同时，也为黑客
进行网络攻击提供了更好的环境。所以在网络带宽急剧增涨的情况下，网络安全
就显得更加重要。目前一般是利用现有安全产品对网络进行保护，例如防火墙和
IDS（入侵检测系统）技术，这些措施可以很好地防范计算机病毒以及利用网络
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系统漏洞所进行的破坏和入侵。除此之外，另一种安全问题往往会被忽视，那就
是有害信息在网络上大量传播，这种安全问题与一般的网络入侵和破坏不同，它
本身并不对网络系统造成实质影响，其信息发布途径与一般信息服务基本相同，
主要的区别在于传播信息内容的不同。由于网络系统本身问题，很难确定信息的
来源和发布者身份，只有在传播过程中对信息内容进行监控和审查，才能对有害
信息进行过滤，同时也便于日后的调查取证。 
1.3.2 高速网络内容监控在公安工作中的重要性 
    随着网络的普及和带宽的增加，特别是通信技术和网络技术的完美结合，人
们的日常生活方式发生了变化，越来越多的人喜欢上了网络购物、网络电话、网
络日志等新技术的产物。网络给生活带来便利的同时也给社会治安和国家稳定造
成一定的隐患。例如，作为可以提供廉价长途电话解决方案的 VOIP 技术发展势
头迅猛，可能一举颠覆传统的电话业务，由于 IP 电话的语音和呼叫信息经过网
关后就进入互联网，不走传统的 PSTN（公共电话交换网）网络，所以现有手段
在这个方面仍然有诸多缺陷，近几年来犯罪分子利用 VOIP 技术进行勾联、组织、
策划、破坏、犯罪和逃避打击的情况越来越多，网络给公安工作带来的负面影响
已经很明显地表现了出来。为了尽快提高我国公安机关网络安全管理水平和打击
网络犯罪的能力，研制一套符合目前信息监控技术发展趋势的高速网络内容监控
系统，是一个非常迫切需要解决的难题。 
1.4 目前国内外对网络内容监控技术的研究情况 
    在网络世界中，所有的信息都以二进制比特流的形式传播，这些二进制信息
流经过复杂的处理后，在计算机、手机等各种媒介上转换成特定的人类可以接受
的信息。对这些二进制信息流的收集、还原和分析的过程，称为网络内容监控。 
网络内容监控属于细粒度网络数据分析，是网络安全技术发展的重要方向。对百
兆及百兆以下网络环境中的数据获取与分析的研究己经有较长的历史了，国外起
步较早，主要采用的是 sniffer 技术，目前存在很多利用该技术进行网络信息查看
的工具，开放的有 tcpdump、sniffit 等[4]，主要功能包括基本的协议分析和二进
制数据输出。我国在这方面的研究主要集中不良信息过滤，如网络访问信息审计、
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